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About me

= Day job: Director Security Services, TELUS | backed by
Emerdgis

= Night job: Security researcher, Ringzero

= Community contributions:

Application
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What is database forensics?

= Database forensics:

- The application of computer investigation and analysis
techniques to gather database evidence suitable for
presentation in a court of law

= Retrace user DML & DDL operations
= |dentify data pre and post transaction

= For the “real world”: No dependency on 3" party auditing tools or
pre-configured DML or DDL triggers
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What is database forensics? (2)

= Why do we need it?
- Typical investigations have little focus on the database

Scope of Traditional ~ _.~~_ “~.  Scope of SQL Server
Forensic Investigation . o . N *.. Forensic Investigation
& kY b

Unauthorized R PO
User

Source: SQL Server Forensic Analysis,
Kevvie Fowler

= The right approach taken by a major AV vendor this year
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What is database forensics? 3)

= Aren’t databases stored in the file system therefore part of a
typical investigation?
- 33 different data types many with differences in the way
they are stored and retrieved (example value: 21976)

Data type |On disk value [Retreived value

CHAR 3231393736 21976
IMNT D55 21976
DATETIME |DB55 343515960

- Random data without understanding the context is just
random data:

0x300004000100FEO01004B0049006E007400650072006600610063006500
3A0020003100390032002E003100360038002E0031002E00310037003600
20002D002D002D002000300078003800
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Database artifacts

Resident SQL Server Artifacts

[ | 33 defined Data |/ Caching |/ Active || Reusable |/ Table

Cache || Framework | | VLFs SV WLF's || Statistics |
\ v Auth- Auth- / w, )
[ Server { SCIL Server | | PR W A | L MNative
Volatile I || entication || orization | Schemas | |
Q . State || Logins Seltings \ Catalogs | | | Encryption
O Non-volatile — — — — — —
Rng ) ( patabases | ( Dousers | (Db Objects || Jobs || Triggers |
Buffers I\ . : F o\ / o /

- Art]fa.CtS i?;ff:;’ | [ Trace Files | Data Files . Endpoints LR DUIOEXEC |
contain traces AN A NI AN
Of a p ast __ . Collation ",

Server || Server | Server || Sellings
| Versioning | | Hardening /| Config. || andData |
database attack Types

Non-resident SQL Server Artifacts

/ System External | :
e ) )| e (M
[ - 1) L I,I'CI J )
Source: SQL Server Forensic Analysis, 0gs ontrols
Kevvie Fowler —
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A typical database attack

= Credit card data stolen via a SQLi attack
- Pangolin exploitation video
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< 1ncident verification >
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Verifying if an attack has occurred

B CAWindows\system32\cmd.exe - witsql O] x|
;ftSQL.hat vl _A._@3
gugyrlght {C> 28@7 Monty McDougal

Uzage: wftSQL.bat [SQLserver]
Usage: wftSQL_bat [S8QLserver] [S5QLuser] [SQLpasz]

Enter target 5QL Server Instance:

ght (4 ] 2883 2087 Monty McDougal.
s#uwww . foolmoon. net/oecur tys

Cmd5 = == =

B6:48:19: Running *sglNrw

B SQLCMD

(md5=E7B4FE2858BFFC?9755BEA3D47AE4187 >

B6:-48:28: Uerifying ‘sgl~55FA_Conf igurations.sgl’ OK
Cmd5= BD64BBBBHEECBQHB919BHB55685507FE)
b6 :48:20: Uerifying ’sglsrunsgl.bat
Cmd% = 33849G3782HEEBG4BHCCPSB614BSBE43)
U6 :48:28: Running *sglhrunsgl.bat’ [H#H3-158
COMPLETE
Conf iguration.txt’
(md5=5BED6ZAZFAYDDABEDAESB289CYCF?71A>
Conf iguration.htm’
(mdS=D2C3I72CABGIFLSC49189753DA14F1F952)

b6 -48:22: Uerifying ’sqgl~SS5FA_RecentStatements.sqgl’' OK

Cmd5 = DBG315F6996BC?97DBB8FZBCDCBSBDBE)
B6:48:22: Uerifying ‘sglsrunsgl.bat

Cmd% = 33349C3732REEEE4BRCC?5B614BSBE43)
B6:48:22: Running *sglhrunsgl._bat® [H4-158

‘};a ‘Securitybyte  OWASP
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Verifying if an attack has occurred ©)

- WFTSQL results

® Windows Forensic Toolchest™ (WFT)

| Version 3.0.03
Main Log Confiz File Hashes Tools Security Resources About m@

START Plan Cache
START TIME
NON-COMMERCIAL USE ONLY

W (@d5=FEDDIEIDF1B76CST7B8027B62E401B50)
Data Cache tools'sglrunsql bat -iSSFA_PlanCache sql > KEVVIE-PC\2008_08_16\09_45_19txt PlanCache txt
[Plan Cachd

e

SQL SERVER
Recent Activity

MRE Statements

Active Connections

Connections = | SSFA_PlanCache.sql -- List of cached database plans organized by database and last_execution_time in descending order.

Sessions

DB Objects & Users
Logins “ PlanCache.txt (md5=DC1BSBSDE2CB3E479EEFEOF41CAC2D3F)
Datbase Users

Plan cache entries For assistance in analyzing this data please go to: www. applicationforensics.com/sgl

- FROM ORDERS WHERE FirstHame = '' UNION ALL SELECT 9,name,'’,createdace,’'t’,'t’,’'t®,'t’,'t’,'t’,'t', °"t' FROM

Database Obiects FROM ORDERS WHERE FirscMame = *°' UNION ALL SELECT 9, name, 'textc', 'texc', 'text', 'texc', ‘texc', 'texc','te
Triggers FROM ORDERS WHERE FirstHame = '' or "a'='a’
Jobs FROM ORDERS WHERE FirstHame = '' or 1=1 or "'='"
Agent Job History FROM ORDERS WHERE FirsctMame = '' and *'=*!
CLR FROM ORDERS WHERE FirstHame = '' or *‘m!?
= FROM ORDERS WHERE FirscHame = '°' UMNION ALL SELECT 1, name, O, O,'A°,'A°,'A",'A",'A','A','A','A"' FROM sysobje
Databases FROM ORDERS WHERE FirstHame = '* UNION ALL SELECT 1, name, "A', "A','A",'A",'A",'A",'A','A','AR', 0 FROM syschj

DB Configuration FROM ORDERS WHERE FirstMame = "' SELECT 1, name, 'A','A','A".'A','AR'."A',.'A'.'A'.'A’', 0 FROM syscbjects WHERE
SQL Server Info. FROM ORDERS WHERE FirscMame = '! UNICN ALL SELECT 1, mame, name, "A',"A',"A', A", 'A! 'R0 030 30 0 FROM ayso
SOL Server Confiz. FROM ORDERS WHERE FirscHame = '* UNION ALL SELECT 1, name, O, °RA',*A',*A',"A*,"'R','A','A','A', 0 FROM ayschje
S_(;L FROM ORDERS WHERE FirscHame = '° UNION ALL SELECT 1, xtype, O, "A','A','A’,'A','A",'A','A','A', 0 FROM sysobj
=== FROM ORDERS WHERE FirstHame = '' UNION ALL SELECT 1, 0, O, "A',"A',"A",'A',"A","A","A",'A'", 0 FROM sysobjecta
Endpoints FROM ORDERS WHERE FirstHame = '' UNION ALL SELECT 1, name, xtype, °*A',°*A',"A*,"'A',"R','A','A','A", O FROM ays
A'|MF'!F:"D|‘M4. = 4 FROM ORDERS WHERE FirstrMame = '* TNTON ALL SEFLECT 9. namE. REUVEE., "mape'. "mage'. 'papp', 'Eeyet. "pappe.'Ee

Secariiypute £ OWASP Confidential Securitybyte & OWASP AppSec Conference 2009 4}% Securitybyte OW&§£_9




Verifying if an attack has occurred ©)

- Hypnosis

BN C:\Windows\systemn32\cmd.exe — o) x|

Kevvie Fowler kevvie.fowlerf@ringzero.ca
ringzero.ca applicationforensics.com

Checking input file rules...

Connecting to:PROD-5QLAS“onlinesales...
Database connection OK._.

QL Server version 7.890.30942 .80 detected...
Interrogating databhase cache...

Done,. generating summary...

Interrogation summary <h:ihypnosis_results . txt)

¥ 241> malicious cache entries detected
» 419> cache entries analyzed (180-11-26008% 9:88:3%9 PM - 18-11-20089 9:53:39 PHM>

Securing the iiormafion

- cm‘ .
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Verifying if an attack has occurred ¢

- Hypnosis results file (sample entry)

? || Pangolin db instance version enumeration || Nov 10 2009 9:51PM
| | Nov 10 2009 9:51PM || Select * from ssfa.employee where
fname='"Mikaela' and 1=2 union all select
null,char(94)+char(94)+char(94)+cast(@®@version as
nvarchar(4000))+char(94)+char(94)+char(94),null,null,null --" | | 1

I hypnosis_results.txt - Notepad [’._|[’E|fz|
File Edit Format ‘iew Help
Hypnosis vid.9% —- by Kevvie Fowler r
Interrogation summary
File format: DB || Action || Date statement first executed || Date statement last executed || Statement syntax |
? || Pangolin db dinstance wersion enumeration || Mowv 10 200% 9:51PM || Wow 10 2009 9:51pMm || Select * from ssf
7 || Pangolin db name enumeration || Mov 10 200% G:51pM || Mow 10 2009 G:51pMm || Select * from ssfa.employes v
7 || Pangolin db instance name enumeration || Wov 10 2008 S:51PM || MWov 10 2009 9:51PMm || select * from ssfa.e
? || Pangolin db current user context enumeration || Mow 10 2009 G:51pMm || Now 10 2009 S9:51PM || sSelect * fron
7 || pangolin db group or role enumeration || Wow 10 200% S:51pm || mWov 10 2009 S:51PM || Select * from ssfa.ce
7 || Pangolin db server file system data retriewal || Mow 10 2009 S:52PM || Now 10 2009 9:52PM || select % fri
? || Pangolin db server file system data retrieval || Mow 10 2009 S:52PmM || Wow 10 2009 S:52Ppm || select % fre
W
£ b3
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< artifact collection >
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SQL Server Artifact collection

= WFTSQL has
already
preserved 18
artifacts

= Collect other
applicable
artifacts

Source: Server Forensic Analysis,
Kevvie Fowler

Secariiybute € )WASP Confidential

Resident SQL Server Artifacts

Data | /| Caching Active | [ Reusable || Table
Cache | ' Framework | WLF's || WLF's | Statistics |
/ Auth- ' Auth=- )
Server SCL Senver | | _ \ | A [ Mative
|| entication || orization || Schemas | | |
State Logins Seltings \ Catalogs / Encryption
RiNg | | Databases | | DbuUsers | | Db Objects | | Jobs Triggers
Buffers | | ‘ J J 99
{ SCIL Server | | . ! : \ : CLR AUtnEXEC
\ Error Logs || Trace Files | | Data File Endpaints Libraries Procedures |
Caollation
Server | Server Server Sellings |
“ersioning /| | Hardening | | Config. and Data |
Types

Non-resident SQL Server Artifacts

System 1§ [ Extemal 4 /[ ork \ (Web Server |
Event ¥ Security || ‘pooee || Logs
Logs '\ Controls |/ | !

Securitybyte & OWASP AppSec Conference 2009
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< artifact analysis >
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Analyzing collected artifacts

= Plan Cache
- Sample cache entry within WFTSQL

SQL SERVER
Recent Activity

1=2 union all select null,char i94'1+ch&r{94]+chat f94i+ca=tfca=tfiistilei as nvarcharilmﬂl:l'}'j-bchs
1=2 union all sslect null, char (S4) +char (94) +char (94] +cast (cast isfile]l] as nvarchar (4000} 1 +chs

zlare B= nvarchar (4000) exec mascer.dbo.xp regread O0x484b45595f4c4£43414c5£4d414348494e45, 0x534

Data Cache 1=2 union all select top 1 null,char (94) +char (94]) 4char (93] +cast (re=ulttxt a=s nvarchar (4000) ) +ck
Flan Cache 1=2 union all select top 1 null,char (94) +char (94) +char (94) +cast (resultext as nvarchar (4000) ) +ck
1=2 union &ll select top 1 null,char (94) +char (94) 4char (94) +cast (resulctxt as nvarchar (4000) ) +ck

EEEEEEE;:;;;;;_ El1=2 uynion all select top 1 null,char (94) +char (94) +char (94) +cast (resulttxt as nvarchar (4000) ) +ck

= = = 1=2 union all select null,char (54)+char (94)+char (94) +casc (casc([isfile] as nvarchar (4000) ) +chs
Active Connections mm.name, asm.create date, asm.modify date, permission set_desc, amf.name as 'file', amf.content
O*}mﬂcﬁﬁlﬂS 1ame)] , Scn.cdefinition as [definicion] , Grtﬂﬂe_ﬂﬂ.tﬂ; mnﬂi:?_dﬂ.t-ﬂ; T.-Ype_dﬂﬂc; t—r.nbjcct_id; pacent
Sessions prrent LSN], Operation, [Transaction ID], [AllocUnicMeme], [Page ID], [Slot ID], [Offset in Row]

1=2 union all select top 1 null,char (94) +char (94]) +char (94) +cast (resulccxt as nvarchar (4000) ) +ck

Ht']b]e“s & Users 1=2 union all select top 1 null,char (54) +char (94) +char (92) +cast (cast ([name] as nvarchac (4000) ) +

PROD-SQLOSAONLL.. SQLQuery3.sql* | PROD-SQLISYONLL. SQLQuen/Lsql* | PROD-SQLISYONLL.. SOLQueryd.sql* | PROD-SQLOSYONLL., SQLQueryd.sql*

41

FRINT CCMWVERT (warchar (m=ax), 0x454045595f£4c4f43414c5£4d44145345494245)
FRINT CCMWVERT (warchar (m=ax), Ox534f4654574152455c4de0a3 73666745 co 0064y 7 Y3i0cd37o7a72606e74560657273606L60e)
FRINT CCMVERT (warchar (max), O0xS0726L67726016d46696ca57344687L)

1| m [ P

|_'_:5-§ Meszages
HEEY LOCAL MACHINE
SDFTWARE\HichSDft\Hindows\Eurrentversinq
‘ ProgramFilesDir

Securiiybute £ OWASP Confidential Securitybyte & OWASP AppSec Conference 2009 i Securitybyte 0W4‘};§Ee 16
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Analyzing collected artifacts %)

= Plan Cache (continued)
- Sample finding from Hypnosis:

? | | Pangolin db server file system data retrieval || Oct 3 2009
9:23PM || Oct 32009 9:23PM || Select * from ssfa.employee where
status = 1 and fname="Mikaela’ ;declare @z nvarchar(4000) set
@z=0x43003a005c00 insert pangolin_test_table execute
master..xp_dirtree @z,1,1--" || 1

LO128844SECTO...QLQuery1.sql* | Summary - X
FRINT convert [(nwarchar, 0x43003a005c00) :'
FRINT convert (warchar, O0x43345C417070)

FRINT convert {wvarchar, I:I:-HSSAEC‘%lT-‘D'?EIEC‘lSI}S446174514CEF6164}| o

< *
_'_1 Meszages
Coh, Y
C:iApp
C:hvApp '\ CChataload
W

Sicuritybyle £ WASP Confidential Securitybyte & OWASP AppSec Conference 2009  RUZEC LIS 0W.é;§,,lfe 17



Analyzing collected artifacts )

= Transaction log
- DML statements
- DDL statements
- Login failures...

= Walk through of reconstructing an INSERT
operation
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Analyzing collected artifacts ¥

1. CurrentLSN 27. Oldest Replicated Begin LSN 52. Rowbits Bit Count 77. Meta Status

2. Operation 28. Next Replicated End LSN 53. Rowbits Bit Value 78. File Status

3. Context 29. Last Distributed End LSN 54. Number of Locks 79. File ID

4. Transaction ID 30. Server UID 55. Lock Information 80. Physical Name

5. Tag Bits 31. UID 56. LSN Before Wrties 81. Logical Name

6. Log Record Fixed Length 32. SPID 57. Pages Written 82. Format LSN

7. Log Record Length 33. BeginLogStatus 58. Data Pages Delta 83. RowsetID

8. PreviousLSN 34. Begin Time 59. Reserved Pages Delta 84. TextPtr

9. Flag Bits 35. Transaction Name 60. Used Pages Delta 85. Column Offset

10. AllocUnitID 36. Transaction SID 61. Data Rows Delta 86. Flags

11. AllocUnitName 37. End Time 62. Command Type 87. Text Size

12. Page ID 38. Transaction Begin 63. Publication ID 88. Offset

13. Slot ID 39. Replicated Records 64. Article ID 89. Old Size

14. Previous Page LSN 40. Oldest Active LSN 65. Partial Status 90. New Size

15. PartionID 41. Server Name 66. Command 91. Description

16. RowFlags 42. Database Name 67. Byte Offset 92. Bulk allocated extent count
17. Num Elements 43. Mark Name 68. New Value 93. Bulk rowinsertID

18. Offset in Row 44, Master XDESID 69. Old Value 94. Bulk allocationunitID

19. Checkpoint Begin 45. Master DBID 70. New Split Page 95. Bulk allocation first IAM Page ID
20. CHKPT Begin DB Version 46. PrepLogBegin LSN 71. Rows Deleted 96. Bulk allocated extent ids
21. MaxXDESID 47. PrepareTime 72. Bytes Freed 97. RowLog Contents 0

22. Num Transactions 48. Virtual Clock 73. Cl Table ID 98. RowLog Contents 1

23. Checkpoint End 49. Previous Savepoint 74. Cl Index ID 99. RowLog Contents 2

24. CHKPT End DB Version 50. Savepoint Name 75. NewAllocationUnitID 100. RowLog Contents 3

25. Minimum LSN 51. Rowbits First Bit 76. FllegroupID 101. RowLog Contents 4

&y securitybyte  owasp &) 19
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Analyzing collected artifacts ©)

= [NSERTED data row (Rowlog contents 0)

0x300004000100FE01004B0049006E007400650072006600610063006
5003A0020003100390032002E003100360038002E0031002E00310037
00360020002D002D002D002000300078003800

= “Before you can analyze data you need to first
understand the format in which it was written”

Kevvie Fowler quoting himself...

20
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Analyzing collected artifacts (©)

= Understanding the data row structure

- Syscolumns (existing object)
SELECT sc.colorder, sc.name, st.name as ‘datatype’, sc.length FROM

syscolumns sc, systypes st WHERE sc.xusertype = st.xusertype and sc.id =
Object_ID(‘Object_Name') ORDER BY colorder

] Results | _'_=-| Messages

colorder | name datatype | length

..........................

1 i1 | resulttet  nvarchar 8000

- Plan cache (existing or deleted object)

Select * from ssfa.employee where fname='Mikaela' ;create table
[pangolin_test_table]([resulttxt] nvarchar(8000) null);--*

- Transaction log (existing or deleted object)

0x30002D0064EFCA5D000001000000E7E7000000401F000008D0000002000000401F00
0000000000000000000000100000800100470072006500730075006C007400740078007

400
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Analyzing collected artifacts (/)

= Understanding the data row structure (continued)

Position of Number

Status  number of of MNumber of
bits A columns columns variable-

Status Fixed-length Mull length Column Variable length

bits B column data bitmap columns  offset array column data

Y Y I AR A A
Length of | bit for each 2 bytes times number Length of
I I 2 fixed-length 2 column max 2 of variable-length | variable-length

byte| byte| bytes data values bytes (# of columns/8) bytes columns data values

Only present within variable length data rows

Remember the row structure?

S Source: Server Forensic Analysis,
] Results | _'_='| Meszages Kevvie Fowler

colorder | name datatype | length

I Fresulttst  revarchar 8000
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Analyzing collected artifacts ©)

= Applying the structure to our data row

Pos. of # of Col.
Status | Status | # of # of Null var. Offset Resulttxt
Bits A | Bits B '\ cols. cols. ''Bitmap /' cols. /' array column

= Reconstructing the insert operation

PROD-SQLOSYONLL.. SQLQuery9.sql* | PROD-SQLOSYOMLL.. SQLQuery8.sql* | ADMINPROD-SQLD... SOLQueryd.sgl* T X
FRINT convert [(nvarchar (max), 0x49006E0074006500720066006100630065003A0020003100390032002E00310036. ..
Q03800Z2E003 100ZEQ003 10037003 60020002000200020002000300078003300) —

B

1

1| [} F

1 Resultz | [y Messages
[Mo column name]

Interface: 192.168.1.17E - 0x8

L=
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Analyzing collected artifacts

= 5 sample insert operations retrieved

1)

2)

0x300004000100FE01004B0049006E0074006500720066006100630065003A002000
3100390032002E003100360038002E0031002E0031003700360020002D002D002D00
2000300078003800

0x300004000100FE01006F002000200049006E007400650072006E006500740020004
100640064007200650073007300200020002000200020002000500068007900730069
00630061006C00200041006400640072006500730073002000200020002000200020
005400790070006500

0x300004000100FE01007B00200020003100390032002E003100360038002E003100
2E00320020002000200020002000200020002000200020002000300030002D003000
30002D00320031002D00640030002D00620034002D00330037002000200020002000
2000640079006E0061006D0069006300200020002000

0x300004000100FE01007B00200020003100390032002E003100360038002E003100
2E00330020002000200020002000200020002000200020002000300030002D003600
30002D00620030002D00650065002D00320034002D00630065002000200020002000
2000640079006E0061006D0069006300200020002000

0x300004000100FE01007B00200020003100390032002E003100360038002E003100
2E00320030002000200020002000200020002000200020002000300030002D003600
30002D00620030002D00620034002D00640035002D00350037002000200020002000
2000640079006E0061006D0069006300200020002000

sacirtybute € OWASP Confidentlal Securitybyte & OWASP AppSec Conference 2009  [REEEITILY IRV G )
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Analyzing collected artifacts (19

= Reconstruction of data rows inserted into the table and
extracted line-by-line by the attacker:

Interface: 192.168.1.176 --- 0x8

Internet Address Physical Address Type
192.168.1.2 00-00-21-d0-b4-37 dynamic
192.168.1.3 00-60-b0-ee-24-ce  dynamic
192.168.1.20 00-60-b0-b4-d5-57 dynamic

Can you tell what command was executed during the attack ?

OWASP o
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Analyzing collected artifacts (10)

= Using the same process allows us to reconstruct the
credit card data viewed by the attacker:

PROD-SQLOS\ONLL... SQLQuery2.sql* | PROD-SQLOS\ONLL.. SQLQueryl.sql* | Summary

invarchar (max),
inwvarchar (max) ,
invarchar (max) ,
invarchar (max) ,
invarchar (max) ,

print convert
print convert
print convert
print convert
print convert

i | m

']

_& Messages

0=x4D0062006B00610065006C0061002C0046006F007TT7T006C00650072 ., .
0x49007320061006200610068002C0046006F007T7006C006500T2002C. ..
0x43000F007T20073000E006EQD2C0046006F00TT0O06C0065007T2002C. ..
0x43006F006C0062006E002C004323006100620062006100670065002C., .
0x41006EQO6FO00T3000F006EQD2C0045006D0063006C002C0047006F . .

.m L_E

[, |

1
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Corynn, Fowler Bronze,1_00

Mikzela, Fowler, Gold, 250.00,AMEX, 3782582246310005, 10/10/10

Isaizh, Fowler, Silver,175.00, ENROUTE, 214504466660626, 10701712
 MASTERCARD, 4433335885122265,12/01/11
Colin, Cabbage, Gold, 185.00, DISCOVER, 6011564703325510, 12/08/09
Znoscon,Emil, Gold, 150.00, VISA, 47231583484489590,11/21/09

Securitybyte & OWASP AppSec Conference 2009 OWASP

26



secaritybute € )WASP Confidential

< antiforensics >
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The Anti-antiforensics

= SQL Server antiforensics research released at Black Hat
DC, 2009

= Traditional forensic practices can overcome some of
the published antiforensic techniques

= Top 3 points for discussion

1. Fill transaction logs with CHECKPOINT entries to
overwrite DML\DDL data

o Active transactions and replication is not factored in
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The Anti-antiforensics (2)

2. Using sp_cycle_errorlog to overwrite SQL Server
errorlog

e SQL Server doesn’t securely delete overwritten error logs
which can be easily recovered

o Number of historical error logs are user configurable

3. Filling default trace files with 20MB of data to
force trace rotation

e SQL Server doesn’t securely delete overwritten traces which
can be easily recovered
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Conclusion

= Don’t ighore the database when conducting computer
forensics investigations

= Database forensics techniques learned today can
augment traditional forensics skills to uncover the
additional evidence needed to support your case

= Additional info on SQL Server Forensics can be found on
www.applicationforensics.com

SQL Server Forensics (1.0)

Double Trouble - Database rootkits and native encryption flaws

To Cache a Thief - Cache based SQL injection attack detection

Database incident response tools WFTSQL and Hypnosis
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Questions

= Thank-you | Questions 7??

Kevvie Fowler
Director, Managed Security Services | TELUS, backed by Emergis
Kevvie.fowler@telus.com
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